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TARJETA AMIGA STRENGTHENS ACCESS
SECURITY AND STREAMLINES OPERATIONS
WITH APPGATE ZTNA

Leading Mexican credit provider eliminates public exposure of
critical systems, enhances remote access, and improves operational
efficiency through Zero Trust Network Access (ZTNA).

Background

Tarjeta amiga is a Mexican financial institution with two decades of experience offering secure,
convenient credit card services. Backed by CARNET, its credit offering supports purchases at
physical and online stores, ATM withdrawals, and flexible biweekly payment options. The company
also provides digital features such as 24/7 virtual assistance and access to INTEREST-FREE
shopping at partner retailers like H-E-B.

With a growing digital footprint and an increasing need to support remote operations, Tarjeta
amiga sought a secure, scalable solution to protect its critical infrastructure and enhance
workforce productivity.

Challenges and Requirements
To support its remote workforce and safeguard business-critical resources, Tarjeta amiga relied on
VPN solutions—first IPsec and later SSL. However, the VPN-based approach presented significant
limitations and security risks:

Manual VPN client updates were time-consuming and error prone.

The SSL VPN was frequently targeted by attackers.

Lack of granular access controls for different user groups and departments.

High volumes of false positives from security alerts overwhelmed IT teams.

Public-facing resources increased the organization’s attack surface.

Tarjeta amiga needed a modern, Zero Trust solution that would enhance its security posture,
reduce administrative overhead, and ensure reliable, secure access across all user types.

Solution

Tarjeta amiga implemented AppGate ZTNA to modernize its remote access strategy and eliminate
the limitations of traditional VPNs. With an identity-centric architecture built around least-privilege
access principles, AppGate ZTNA provided stronger security, more granular policy enforcement,
and seamless remote access—all while simplifying administration.

The solution gave the IT team the ability to control access based on user roles, device posture, and
contextual conditions, replacing rigid VPN configurations with flexible, Zero Trust policies.

Automated Client Updates: Eliminated the need for manual maintenance, saving time
and reducing errors.

Granular Access Control: Enabled differentiated policies for IT administrators and
general users.

Improved Threat Protection: Reduced false positives and added multiple layers of
protection beyond standard encryption.

Infrastructure Cloaking: Allowed formerly public resources to be removed from the
internet and secured behind Appgate gateways.

Enhanced Visibility: Comprehensive audit logs improved troubleshooting and accelerated
access issue resolution.

“With AppGate ZTNA, we've enabled our teams to work securely from anywhere, with
the same confidence and control as if they were in the office. It's strengthened our
security, simplified access management, and helped us reduce exposure without
compromising usability.” - Hugo Perez, Chief Information Officer, Tarjeta amiga
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USE CASES

Secure remote access for employees
and administrators

Granular role-based permissions for
workforce segmentationn

Risk reduction by removing public exposure
of internal systems

Simplified access auditing and
faster troubleshootings

RESULTS

Stronger Security: Eliminated public internet
exposure of sensitive systems

Operational Continuity: Enabled secure
remote work without compromising protection

Improved Efficiency: Reduced time spent
managing access and VPN clients

Granular Controls: Delivered precise access
policies for different user roles

Fewer False Positives: Improved alert quality
and streamlined incident response
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