
Background

As a global leader in the oil and gas industry, this organization manages a highly distributed 
workforce. With more than 100 branch locations and multiple major data centers across continents, 
the company faced the challenge of providing secure, seamless access to corporate resources for 
employees, contractors, and on-site personnel alike. The organization sought to modernize its access 
strategy by moving to a Zero Trust architecture, reducing its attack surface, and ensuring that sensitive 
user traffic remained under its direct control rather than traversing cloud environments.

Challenges and Requirements

The company needed to modernize user access across its global workforce, including employees, 
contractors, and on-net users, while providing a seamless experience for both remote and on-
premises connections. Reducing the attack surface and eliminating unnecessary open ports was 
critical to protecting sensitive traffic. At the same time, the organization wanted to maintain strict 
control over all user traffic without routing it through external cloud providers. The solution also 
needed to be highly redundant, ensuring minimal downtime or outages, and capable of supporting 
low-latency, high-throughput performance for all users. Automated enforcement of least-privilege 
access for every user and robust visibility into user activity were also essential to ensure consistent 
security and operational efficiency across its distributed environment. Additionally, the system had to 
support Tier 0 applications critical to business operations for all users.

Solution

The company implemented AppGate ZTNA to establish a full Universal ZTNA environment and 
streamline access management across its global operations. The solution provided:

•	 Universal ZTNA: All users, including on-net employees, remote users, and contractors, access 
resources securely through AppGate ZTNA.

•	 Unified Policy Engine: Automated, adaptive, and risk-aware access controls continuously 
audit and adjust user access throughout each session, delivering least-privilege rights based 
on role and context.

•	 Global Deployment: AppGate ZTNA is deployed across dozens of sites to enable  
branch-to-branch and core network services, with multiple regional data centers hosting high-
capacity gateway sites to handle global user traffic. Users connect directly to all data centers 
and their local (or closest) branch if remote, with SD-WAN routing traffic after egress from 
branch gateways.

•	 End-User Monitoring and Observability: Detailed metrics provide insight into user 
experience and enable proactive troubleshooting of access issues.

•	 Integration with Security and Authentication Tools: Integrations ensure device security 
and user authentication remain tightly aligned with enterprise policies.

About AppGate

AppGate secures and protects an organization’s most valuable assets with its high performance Zero 
Trust Network Access (ZTNA) solution and Cyber Advisory Services. AppGate is the only direct-
routed ZTNA solution built for peak performance, superior protection, and seamless interoperability. 
AppGate Cyber Advisory Services harden your security posture and ensure business continuity. 
AppGate safeguards enterprises and government agencies worldwide. Learn more at appgate.com.

GLOBAL OIL & GAS SUPERMAJOR STRENGTHENS 
SECURITY AND MODERNIZES ACCESS  
WITH APPGATE ZTNA

USE CASES
Secure access for employees, contractors, and 
on-net and remote users globally
	

Branch-to-branch and core network service 
connectivity, including continuity in DDIL 
(denied, disrupted, intermittent, and limited) 
environments or branch outage situations.
	

Automated least-privilege entitlement 
enforcement with adaptive, risk aware 
access controls
	

Comprehensive audit capturing all user-to-
system and system-to-user activity, including 
posture, context, risk, and conditional 
information used in access decisions
	

Observability and monitoring of 
end-user experience

RESULTS
Stronger Security
Reduced attack surface and secured sensitive 
user traffic. 
	

Operational Continuity
Enabled consistent, seamless, and global 
access for all user types.
	

Improved Efficiency
Automated entitlement delivery and simplified 
access management.
	

Granular Controls
Enforced precise least-privilege policies across 
diverse roles.
	

Enhanced Auditability
Provided high-fidelity audit trails and detailed 
tracking of user traffic flows for better visibility 
and compliance.

Leading Oil & Gas company enhances access security, reduces 
attack surface, and improves user experience through a 
comprehensive Zero Trust Network Access (ZTNA) deployment.

ZERO TRUST NETWORK ACCESS  CASE STUDY

“With AppGate ZTNA, we can deliver secure, seamless access to our employees and 
contractors worldwide while drastically reducing our attack surface and keeping sensitive 
traffic fully under our control.” – Security Leader, Global Energy Company
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