ZERO TRUST NETWORK ACCESS CASE STUDY

AppGQte c Chemours-

CHEMOURS REIMAGINES SECURE ACCESS

WITH ZERO TRUST
Replacing legacy VPNs with AppGate ZTNA to
reduce risk and enable modern manufacturing

Background USE CASES

. . . . . . Secure remote workforce access
Chemours is a global chemical manufacturing company operating complex information technology

(IT) and operational technology (OT) environments that support research, manufacturing, and

distributed operations worldwide. These environments enable critical business functions across OT and plant system access
geographically dispersed facilities while supporting secure collaboration among employees,

partners, and operational teams. Third-party and contractor access
Challenges and Requirements Application-level access control
Like many global manufacturers, Chemours faced increasing risk and operational friction from legacy

VPN-based remote access. Traditional VPNs expanded the attack surface, provided overly broad VPN replacement and modernization
network access, and were difficult to adapt to modern Zero Trust requirements, especially across OT

and hybrid environments. RESULTS

As Chemours modernized its security posture, it needed to move beyond implicit trust and adopt Redu‘ced reliance on traditional
an access model aligned with Zero Trust principles. Chemours required a secure access solution VPN infrastructure

that could:

Strengthened its Zero Trust security posture
Replace legacy VPNs with a Zero Trust-aligned approach - Vi

Reduce attack surface and eliminate implicit network trust N
Improved visibility and control over access to
Support secure access across IT and OT environments specific applications and resources
Enable granular, identity- and context-aware access without disrupting operations
Supported secure digital transformation across
Solution manufacturing operations

Chemours implemented AppGate Zero Trust Network Access (ZTNA) to modernize secure
access and overcome the limitations of traditional VPNs. Built on an identity-centric architecture

and least-privilege principles, AppGate ZTNA helped Chemours shift access decisions away “With AppGate, the access is completely

from network location and toward user identity and context. This approach enabled secure, identity-driven. We can make itgranularto a

direct connections to specific applications and resources without exposing the broader network, point where you get access to one particular

supporting both enterprise IT and OT environments. resource over one particular port—nothing
more. That’s a huge shift from the traditional

With AppGate ZTNA, Chemours gained the flexibility to define granular access policies aligned to VPN model.” — Pattu Bose,

roles and operational needs, ensuring that employees, partners, and contractors could access only Cyber Security Manager, Chemours

what was required to perform their jobs. The solution supported a consistent Zero Trust model across
hybrid IT and OT environments while minimizing operational disruption and reducing reliance on
legacy VPN infrastructure.

AppGate ZTNA delivers the following key capabilities:

ABOUT APPGATE
Identity-Centric Access: Enforced least-privilege access based on user identity rather AppGate secures and protects an organization’s
than network location. most valuable assets with its high performance

Zero Trust Network Access (ZTNA) solution
and Cyber Advisory Services. AppGate is
the only direct-routed ZTNA solution built for

Granular Policy Enforcement: Enabled precise, application-level access across IT and
OT environments.

Reduced Network Exposure: Eliminated broad network access inherent in traditional VPNs. peak performance, superior protection, and
Improved Visibility and Control: Provided clearer insight into who can access seamless interoperability. AppGate Cyber
specific resources. Advisory Services harden your security posture

and ensure business continuity. AppGate
safeguards enterprises and government agencies
worldwide. Learn more at appgate.com.

Scalable VPN Replacement: Supported a phased transition to a Zero Trust access model
without disrupting operations.
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