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Secure remote workforce access
	

Legacy VPN replacement and consolidation
	

Third-party and international contractor access
	

Isolated developer environments
	

Secure access to on-premises and  
Azure-hosted applications 
 

RESULTS
Approximately 99% reduction in access 
related help desk tickets 
	

Significant improvement in connection reliability  
and user experience 
	

Scaled seamlessly during rapid  
organizational growth 
	

Reduced operational overhead for IT teams
	

Freed technical resources to focus on  
strategic initiatives 

PantherRx Modernizes Secure Remote Access 
with AppGate ZTNA
Industry leading pharmaceuticals company replaces unreliable legacy VPNs to 
improve performance, scalability, and user experience

Background
PantherRx Rare Pharmacy is a rapidly growing healthcare organization supporting patients nationwide 
through specialized pharmacy services and digital engagement platforms. Its distributed workforce, 
cloud-hosted applications, and expanding hybrid infrastructure support critical business operations across 
the United States. With approximately 90% of employees working remotely and continued organizational 
growth, PantherRx required secure, reliable connectivity to protect sensitive systems while enabling 
seamless access for employees, developers, and third-party contractors.

Challenges and Requirements 
As PantherRx expanded, its legacy remote access infrastructure could not keep pace. The organization relied on two 
VPN solutions—a legacy Fortinet VPN and Windows Always On VPN—both of which created operational friction and 
reliability issues. Frequent disconnects, dropped sessions, and misconfigurations generated a high volume of daily 
help desk tickets, disrupting productivity for a largely remote workforce. At the same time, the company required 
stronger authentication controls and a more seamless user experience.

PantherRx needed a secure access solution that could:
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•	 Replace multiple unreliable VPN solutions

•	 Deliver true always-on connectivity with minimal 
user interaction

•	 Support certificate-based multi-factor 
authentication

•	 Scale to support rapid workforce growth

•	 Enable secure, isolated access for third-party and 
international contractors

•	 Integrate with endpoint management tools for 
device posture validation

After evaluating alternative Zero Trust Network Access (ZTNA) vendors, PantherRx selected AppGate ZTNA based 
on enterprise readiness, feature maturity, and the ability to immediately meet its always-on requirements.

Solution 
PantherRx implemented AppGate ZTNA to replace its legacy VPN infrastructure and modernize secure access with 
a direct-routed, identity-centric Zero Trust architecture. Rather than extending broad network access through a 
traditional VPN tunnel, AppGate ZTNA enables application-level connectivity based on verified identity, device trust, 
and defined entitlements. Users are granted access only to explicitly authorized resources—never the underlying 
network—significantly reducing lateral movement risk and shrinking the attack surface.

AppGate ZTNA’s use of single packet authorization cloaks internal systems from unauthorized discovery. Resources 
remain invisible unless a trusted device successfully authenticates and meets policy requirements. This eliminates 
exposed inbound ports and removes reliance on publicly accessible VPN gateways, strengthening security while 
improving performance through direct, encrypted connections.

The platform also standardizes access control throughout the organization. Policies are centrally defined and 
enforced consistently, ensuring employees and contractors receive precisely the level of access required for their 
roles. By combining strong identity validation, device posture verification, and dynamic policy enforcement, 
PantherRx established a scalable Zero Trust foundation capable of supporting continued organizational growth.

AppGate ZTNA delivers the following key capabilities:

•	 Always-On Secure Connectivity: 
Automatically establishes encrypted access at 
login without user intervention.

•	 Certificate-Based Authentication: Enforces 
strong authentication with minimal friction.

•	 Device Posture Validation: Integrates with 
Microsoft Intune to validate endpoint health. 

•	 Granular Policy Controls: Enables  
segmented and isolated access for  
employees and contractors.

•	 Scalable Growth: Seamlessly supported 
expansion from approximately 500 users to 
more than 1,200 users nationwide.

“As soon as we started rolling out AppGate ZTNA, access just worked seamlessly for everyone. It connects 
automatically at login, users don’t have to do anything, and we’ve essentially stopped getting access 
related trouble tickets. It’s so reliable that we don’t even think about it anymore— allowing us to focus our 
attention on other critical initiatives.”  -  Dave Panella, IT Infrastructure Manager, PantherRx Rare Pharmacy
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