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ZERO TRUST NETWORK ACCESS CASE STUDY

AppGate

U.S. ENERGY COMPANY REPLACES LEGACY VPNS TO
IMPROVE SECURITY AND OPERATIONS

Regional electric transmission company replaces SSL VPN, eliminates
internet exposure, and enables granular Zero Trust access

Background

A U.S.-based electric transmission company provides critical services to support the regional grid. Managing

shared operational systems, enterprise applications, infrastructure, and industrial control systems (ICS) across a
distributed footprint, the organization must securely enable remote access for employees, contractors, vendors, and
associated entities.

As cyber threats intensify and demand for remote access to sensitive systems grows, the company required
a modern approach that would strengthen security without adding operational complexity or relying on
cloud-routed infrastructure.

Challenges and Requirements

The company previously relied on a legacy SSL VPN appliance to provide remote access for employees and
contractors. While it met basic connectivity needs, the solution introduced growing security concerns, operational
inefficiencies, and scalability constraints—particularly as cyber threats targeting the energy sector increased and the
VPN approached end-of-life.

Key challenges included:

Limited concurrent connections that constrained Direct internet exposure of internal services,
access for employees and contractors including an on-premises Exchange environment
Frequent attack attempts and vulnerabilities Lack of granular, identity-based access controls for
targeting the public-facing SSL VPN different user groups and third parties

High administrative overhead for patching,
monitoring, and geo-blocking

The energy company required a solution that could be fully deployed on-premises and enable them to maintain full
control of its infrastructure and network traffic—eliminating the use of cloud-routed access paths. Strong multi-factor
authentication, clear visibility into user activity, and the ability to discreetly grant access only to approved systems—
including sensitive operational and ICS environments—were critical requirements. The company also needed to support
both client-based and clientless access for employees, vendors, and associated entities without exposing internal
networks to the public internet.

Solution

The energy company implemented AppGate ZTNA to replace its legacy VPN and modernize remote access with a
direct-routed, identity-centric Zero Trust architecture deployed on-premises. The use of Single Packet Authorization
(SPA) cloaked internal systems from unauthorized users, making critical resources effectively invisible unless a trusted
client initiated a validated connection. This allowed the organization to remove restrictive geo-blocking policies while
maintaining strong protection—even for users traveling internationally.

AppGate ZTNA also enabled the company to eliminate direct internet exposure of its internal Microsoft Exchange

environment. Email, ActiveSync, and Outlook access are now delivered securely through the AppGate client, removing
open ports from the public internet and significantly reducing risk across both enterprise IT and ICS-connected systems.

Additional capabilities include:

Granular Policy Enforcement: [dentity-based Secure Vendor Access: Third parties are enabled
entitlements allow precise control over which to access business critical applications (i.e. ERP
users, vendors, and associated entities can access and Building Management System) without broad
specific systems. network exposure.

Multi-Directory Integration: Separate Seamless Internal and Remote Access:
authentication providers support internal Employees receive consistent access policies
employees, external vendors, and whether on-network or remote, without manual
partner environments. VPN logins.

“AppGate allowed us to remove direct internet exposure of critical systems while making remote
access simpler and more secure. We've measurably improved our security posture and reduced the
operational burden on our IT team.” - IT Leader, U.S. Energy Company
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USE CASES
Secure remote access for employees
Controlled third-party access to ERP and
business applications
Granular access for building management and
infrastructure vendors
Secure access to protected internal networks
without traditional VPN workflows

RESULTS
Reduced Attack Surface: Eliminated direct
internet exposure of internal Microsoft Exchange
and other sensitive systems.
Improved Security Posture: Systems
are cloaked from unauthorized discovery
and probing.
Operational Efficiency: Removed manual
geo-blocking exceptions and simplified
access provisioning.
Faster Resource Provisioning: IT can quickly
grant or adjust entitlements without complex
firewall changes.
Scalable Zero Trust Foundation: Established a
platform for future expansion toward full internal
ZTNA adoption.

ABOUT APPGATE

AppGate secures and protects an organization’s most
valuable assets with its high performance Zero Trust
Network Access (ZTNA) solution. AppGate is the only
direct- routed ZTNA solution built for peak performance,
superior protection, and seamless interoperability.
AppGate safeguards enterprises and government
agencies worldwide. Learn more at appgate.com.
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