
CPCSC Controls Mapping — AppGate ZTNA	 Canadian Programme for Cyber Security Certification  |  ITSP.10.171   |  1

CPCSC CONTROLS  
MAPPING GUIDE

Mapping AppGate Zero Trust Network Access (ZTNA) Controls for Canadian 
Defense Contractors | ITSP.10.171 | NIST SP 800-171 Rev. 3



CPCSC Controls Mapping — AppGate ZTNA	 Canadian Programme for Cyber Security Certification  |  ITSP.10.171   |  2

97

17

3

This guide maps AppGate Zero Trust Network Access (ZTNA) 
capabilities directly to the 17 ITSP.10.171 control families and 
97 security controls that underpin Canada’s Program for Cyber 
Security Certification (CPCSC). For each control, it shows how 
AppGate ZTNA addresses or supports compliance, and where 
the solution is not applicable.

AppGate ZTNA is architected on the principle of “never trust, 
always verify.” It enforces identity-aware, device-posture-aware, 
and context-aware access for every user, device, and workload 

— before any connection is established. Core capabilities include 
Single Packet Authorization (SPA), mutual TLS (mTLS) encryption, 
ABAC/RBAC policy enforcement, network micro-segmentation, 
continuous re-evaluation, and comprehensive audit logging.
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1. Program Overview 

The Canadian Program for Cyber Security Certification (CPCSC) is a mandatory cybersecurity framework managed by Public Services and 
Procurement Canada (PSPC), in partnership with the Department of National Defense (DND) and the Canadian Centre for Cyber Security (CCCS). 
Officially launched on March 12, 2025, it replaces self-attestation with a verifiable, three-tier certification model for all defense suppliers handling 
Specified Information (SI) on non-Government of Canada systems.

CPCSC is underpinned by ITSP.10.171 — a CCCS standard closely aligned with NIST SP 800-171 Revision 3, defining 97 security controls across  
17 families. This guide maps those controls to AppGate ZTNA’s capabilities, showing exactly how the solution satisfies, supports, or complements  
each requirement.

Timeline: Budget 2023 allocated $25M over three years to establish CPCSC. Level 1 self-assessments are required in select contracts from Summer 
2026. Level 2 (third-party assessment) is mandatory from Spring 2027. Level 3 timelines are to be confirmed by DND.

2. CPCSC Certification Levels

CPCSC uses three tiers that scale assessment rigor to the sensitivity of information handled. The level required for a given contract is specified in the 
procurement documentation.

LEVEL CONTROLS ASSESSMENT CADENCE SCENARIO TIMELINE

Level 1 
Foundational

13 controls / ~6 
families

Annual self-assessment via Canada 
Buys

Annual Low-risk contracts / basic Controlled Information Mandatory Summer 2026

Level 2 Advanced 98 controls / All 17 
families

Triannual third-party (SCC-accredited) 
+ annual affirmation

3-year + annual Protected B data; controlled defense information Mandatory Spring 2027

Level 3 Expert 200+ controls / Level 
2 + DND additions

Triannual Government of Canada 
(DND) + annual affirmation

3-year + annual Weapons systems; critical infrastructure; Five Eyes 
sensitive

TBD by DND
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3. AppGate ZTNA Solution Overview

AppGate Zero Trust Network Access (ZTNA) is a direct-routed ZTNA solution built on the Software-Defined Perimeter (SDP) architecture. Unlike cloud-
routed ZTNA solutions that backhaul traffic through a vendor cloud, AppGate ZTNA routes traffic directly between the authenticated client and the 
authorized resource — giving organizations full control over how data traverses their network with no external proxy dependencies.

Single Packet Authorization (SPA) Cloaks all protected resources from unauthenticated network scans. A resource is invisible until a cryptographically valid SPA packet is 
received, eliminating attack surface from unauthorized reconnaissance. Directly supports AC, SC boundary protection controls.

Mutual TLS (mTLS) Encryption Establishes an encrypted tunnel for every session using FIPS-validated cryptography. All data in transit between client and resource is 
protected regardless of underlying network trust. Supports SC cryptographic protection and AC remote access controls.

ABAC / RBAC Policy Engine Access decisions combine user identity (roles, groups, attributes), device posture (health, compliance, running processes), and 
context (location, time, risk score). Policies are evaluated in real time before and during each session. Supports AC least privilege, 
separation of duties, and IA authentication controls.

Continuous Re-Evaluation User and device attributes are re-evaluated throughout active sessions. A change in device posture, user risk score, or policy condition 
triggers immediate session adjustment or termination. Supports AC session controls and SI monitoring requirements.

Network Segmentation Logically isolates resources so users can only reach explicitly authorized destinations. Lateral movement is prevented by default-deny 
architecture. Supports SC network segmentation and AC information flow controls.

Comprehensive Audit Logging Every access request, policy decision, authentication event, and session activity is logged with full context. Logs are forwarded to 
SIEM via syslog or native Splunk integration. Supports AU audit and accountability controls throughout.

Identity Provider Integration Native integration with SAML, OIDC, LDAP, RADIUS, and Active Directory IdPs. AppGate ZTNA consumes identity claims from 
external HR, ERP, and training systems via User Claim APIs. Supports IA and AC controls.

Device Posture Checking Device Claim Scripts verify OS version, patch level, running processes, disk encryption status, certificate presence, and MDM 
enrolment before and during sessions. Supports AC, IA, and CM configuration management controls.

Applicability Note: AppGate ZTNA directly satisfies or strongly supports controls in the AC, AU, IA, and SC families, and complements controls in 
AT, CM, IR, MA, and SI through integration with adjacent tools. Controls in PE (Physical Protection), PS (Personnel Security), and the physical aspects 
of MP are primarily addressed through organizational policy — AppGate ZTNA’s role in those families is noted in the mapping tables. 
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4. Controls Mapping by Family
The tables below map every ITSP.10.171 control to the corresponding AppGate ZTNA capability. Each row shows the control ID and name, applicable 
CPCSC level(s), and a detailed description of how AppGate ZTNA addresses the requirement. Where AppGate ZTNA is not directly applicable, this is 
clearly noted with guidance on complementary controls.

4.1 AC — Access Control (12 Controls | L1, L2, L3)
The Access Control family has the strongest direct alignment with AppGate ZTNA. The solution’s ABAC/RBAC policy engine, Single Packet 
Authorization (SPA) cloaking, and session management capabilities address the majority of AC requirements natively.

Direct  
AppGate ZTNA fully or substantially satisfies this control

Supports  
AppGate ZTNA contributes alongside other tools

N/A  
Outside AppGate ZTNA scope; complementary  
controls required

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.01.01 Account Management L1, L2, L3 AppGate ZTNA integrates with the organization’s IdP (SAML, OIDC, LDAP, AD) to enforce account-level access. Account types, 
prohibited accounts, and role assignments are consumed from the IdP and reflected in ZTNA access policies in real time. User 
Claim APIs can query HR and ERP systems to verify employment status before granting access. Deprovisioned accounts are 
immediately denied access upon IdP revocation.

03.01.02 Access Enforcement L1, L2, L3 AppGate ZTNA enforces access through a default-deny policy engine. Every connection attempt is evaluated against ABAC/
RBAC policies before any network path is exposed. Single Packet Authorization (SPA) ensures protected resources are invisible to 
unauthenticated users — enforcement occurs before a TCP handshake is possible.

03.01.03 Information Flow Enforcement L2, L3 AppGate ZTNA controls Specified Information flows by restricting which users, devices, and processes can reach which 
resources. Micro-segmentation and entitlement scoping prevent cross-flow between data domains. Policies restrict flows by user 
role, device type, source network, and time-of-day. All flow decisions are logged and forwarded to SIEM.

03.01.04 Separation of Duties L2, L3 AppGate ZTNA supports separation of duties through granular RBAC/ABAC policies that assign distinct, non-overlapping 
entitlements to different roles. No single user account can hold conflicting privileges without explicit policy authorization. SIEM 
integration enables monitoring for role assignment anomalies.

03.01.05 Least Privilege L2, L3 AppGate ZTNA natively enforces least privilege: policies grant only the minimum resource set required per role, evaluated 
against identity, device posture, and context. All other resources remain invisible via SPA. Continuous re-evaluation ensures 
privilege is not retained beyond its valid context.

03.01.06 Non-Privileged Account Use L2, L3 AppGate ZTNA enforces role-segregated access, ensuring users access non-security functions via non-privileged entitlements. 
Privileged entitlements require separate authorization conditions (e.g., MFA step-up, ITSM ticket approval). Attempts to use non-
privileged accounts to reach privileged resources are denied and logged.

03.01.07 Privileged Function Execution L2, L3 AppGate ZTNA restricts access to privileged administrative functions — including the AppGate admin console — to authorized 
roles only. All privileged function executions are captured in immutable audit logs with full context. Logs are forwarded to SIEM 
for real-time monitoring and alerting on privileged activity anomalies.
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CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.01.08 Unsuccessful Login Attempts L1, L2, L3 AppGate ZTNA integrates with the organization’s IdP to honor account lockout policies after consecutive failed authentication 
attempts. AppGate ZTNA can also apply independent policy conditions that deny access after threshold failures. All failed 
attempts are logged with full context and can trigger SIEM alerts.

03.01.09 System Use Notification L2, L3 AppGate ZTNA supports configurable Message of the Day (MOTD) banners at login. These banners communicate system use 
policies, Specified Information handling obligations, and monitoring consent notices. Delivery can be role-specific, ensuring 
users see notices relevant to the resources they are accessing.

03.01.10 Session Lock L2, L3 AppGate ZTNA enforces inactivity timeouts at the network session level. After a configurable period of inactivity, the ZTNA 
session is suspended and the user must re-authenticate (including MFA re-challenge) to resume. This adds a network-layer 
enforcement point complementing OS-level session lock policies.

03.01.11 Session Termination L2, L3 AppGate ZTNA automatically terminates sessions when defined conditions are met: inactivity timeout, policy condition change 
(e.g., device becomes non-compliant), user account revocation in the IdP, or administrative termination. Real-time re-evaluation 
ensures sessions are terminated immediately when conditions change.

03.01.12 Remote Access L2, L3 AppGate ZTNA is purpose-built for secure remote access. Every remote session is authenticated via IdP + MFA, evaluated by the 
policy engine, and encrypted with FIPS-validated mTLS. SPA cloaks the gateway from unauthenticated remote hosts. Direct-
routed architecture eliminates cloud proxy dependencies. All remote sessions are fully logged.

4.2 AT — Awareness and Training (3 Controls | L2, L3)
AppGate ZTNA does not deliver security awareness training directly. It integrates with training platforms through User Claim APIs to condition 
resource access on training completion and supports MOTD notifications to reinforce security messaging at every login.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.02.01 Security Awareness Training L2, L3 AppGate ZTNA can enforce a policy condition requiring completion of security awareness training (verified via User Claim API 
querying the organization’s LMS) before granting access to systems containing Specified Information. MOTD banners reinforce 
security obligations at every login.

03.02.02 Role-Based Training L2, L3 AppGate ZTNA can condition access to role-specific resources on completion of role-based training, verified via User Claim API. 
A user assigned a privileged role who has not completed required training can be denied access to privileged entitlements until 
the training record is updated.

03.02.03 Training Records L2, L3 Training record management is handled by the organization’s LMS or HR system. AppGate ZTNA consumes training completion 
status via User Claim APIs as a policy attribute. Audit logs record every access grant or denial and the policy conditions evaluated, 
providing an audit trail of training-gated access decisions.
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4.3 AU — Audit and Accountability (7 Controls | L2, L3)
AppGate ZTNA generates rich, contextual audit logs for every access request, policy decision, authentication event, and session activity.  
Native SIEM integration via syslog and Splunk Forwarder ensures logs are centralized, tamper-evident, and available for real-time analysis and  
incident investigation.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.03.01 Event Logging L2, L3 AppGate ZTNA creates detailed audit records for every connection attempt (successful and failed), policy evaluation, 
authentication event, and administrative action. Log fields include user identity, device identifier, source IP, resource accessed, 
policy applied, NTP-synchronized timestamp, and outcome. Logs are retained locally and forwarded to SIEM.

03.03.02 User Accountability L2, L3 Every AppGate ZTNA audit record includes the unique authenticated user identity from the IdP, ensuring all actions are 
unambiguously attributable. Shared accounts are prohibited by policy. User Claim APIs enrich records with additional identity 
context for deeper accountability.

03.03.03 Event Review, Analysis, and 
Reporting

L2, L3 AppGate ZTNA forwards all audit logs to the organization’s SIEM (via syslog or native Splunk integration) for review, analysis, and 
reporting. The admin console provides real-time session and event visibility. Pre-built compliance reports can be generated from 
the SIEM integration.

03.03.04 Audit Failure Response L2, L3 AppGate ZTNA includes alerting mechanisms that notify administrators when logging processes fail or storage thresholds are 
approached. Alerts are forwarded to SIEM for automated incident response. The solution is designed to fail securely — access is 
not permitted if the audit subsystem is unavailable.

03.03.05 Audit Record Reduction and 
Report Generation

L2, L3 AppGate ZTNA supports on-demand audit log filtering and summarization through the admin console. Logs forwarded to SIEM 
enable automated dashboards, correlated analysis, and compliance report generation covering all AppGate ZTNA activity.

03.03.06 Time Stamps L2, L3 AppGate ZTNA synchronizes all appliance clocks with an NTP authoritative time source. All audit records carry 
 NTP-synchronized timestamps, ensuring consistency for cross-system log correlation. Time source configuration is validated 
during security assessments.

03.03.07 Audit Record Protection L2, L3 AppGate ZTNA protects audit logs through role-based access control — only authorized admin roles can access or modify log 
settings. The Compliance admin role is the only role with audit log access, preventing even system administrators from modifying 
records. Logs forwarded to SIEM are tamper-evident.
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4.4 CM — Configuration Management (7 Controls | L2, L3)
AppGate ZTNA contributes to configuration management through the SDP Operator (GitOps/Kubernetes deployment model), the management UI 
for manual baseline enforcement, and Device Claim Scripts that verify device configuration compliance before granting access.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.04.01 Baseline Configuration L2, L3 AppGate ZTNA’s SDP Operator manages baseline configurations for all AppGate components (Controllers, Gateways, 
Clients) using a declarative GitOps model. Configuration state is version-controlled and any deviation triggers an alert. Device 
Claim Scripts enforce baseline device configuration requirements as a condition of network access.

03.04.02 Configuration Change Control L2, L3 Changes to AppGate ZTNA configurations (access policies, entitlements, gateway settings) are subject to role-based 
approval workflows. The admin console maintains a full change history. The SDP Operator enforces infrastructure-as-code 
change control for component deployments. SIEM integration detects and alerts on unauthorized configuration changes.

03.04.03 Security Impact Analysis L2, L3 AppGate ZTNA’s policy simulation capability allows administrators to test proposed policy changes against current user and 
device populations before deployment, assessing security impact. SIEM integration enables monitoring of post-change 
access patterns to identify unintended consequences.

03.04.04 Least Functionality L2, L3 AppGate ZTNA enforces least functionality at the network level: users can only reach explicitly entitlement-granted resources. 
Unnecessary ports, protocols, and services are inaccessible by default. Device Claim Scripts can verify that endpoints do not 
have prohibited software running before access is granted.

03.04.05 Authorized Software L2, L3 AppGate ZTNA Device Claim Scripts verify running processes on endpoint devices before granting access. If prohibited 
software is detected, access to Specified Information systems is denied. This enforces the organization’s authorized software 
policy at the network access layer.

03.04.06 User-Installed Software L2, L3 AppGate ZTNA Device Claim Scripts detect user-installed software that violates organizational policy and deny network 
access until the device is remediated. Integration with EDR/endpoint management platforms provides an additional 
enforcement layer. Access denial events are logged and forwarded to SIEM.

03.04.07 System Component Inventory L2, L3 AppGate ZTNA maintains an inventory of all registered devices (Clients) and infrastructure components (Controllers, 
Gateways). Device registration records include device identity, OS version, posture attributes, and last-seen timestamps. This 
data is available via the admin console and API for integration with CMDB or asset management systems.
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4.5 IA — Identification and Authentication (7 Controls | L1, L2, L3)
Identification and Authentication is one of the highest-impact families for AppGate ZTNA. The solution enforces identity verification for every user, 
device, and process before any network access is permitted, supports MFA natively, and integrates with all major IdP protocols.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.05.01 Identification L1, L2, L3 AppGate ZTNA requires all users, devices, and processes to be uniquely identified before access is evaluated. User identities are 
sourced from the IdP (SAML, OIDC, LDAP, AD). Device identities are established through device certificates or registered device 
profiles. User Claim APIs enrich identification with additional attributes from HR, ERP, and training systems.

03.05.02 Authentication L1, L2, L3 AppGate ZTNA enforces authentication as an absolute prerequisite for access. Integration with IdPs supporting SAML, OIDC, 
RADIUS, and LDAP enables authentication against the organization’s authoritative credential store. Continuous re-evaluation 
re-validates identity throughout the session. Token-based authentication with cryptographic validation prevents credential replay.

03.05.03 Multi-Factor Authentication L2, L3 AppGate ZTNA supports native MFA integration with TOTP, SMS, push notification, hardware token, and biometric providers. 
MFA is enforced as a policy condition for privileged account access and all remote access. MFA can be applied selectively by 
user role, resource sensitivity, device posture, or location — or universally. Step-up MFA can be triggered during an active session.

03.05.04 Replay-Resistant 
Authentication

L2, L3 AppGate ZTNA employs Single Packet Authorization (SPA) as the initial authentication gate, using cryptographic one-time 
tokens that are replay-resistant by design. mTLS session establishment further prevents credential replay attacks. Token-based 
authentication via OIDC/SAML uses short-lived, signed tokens.

03.05.05 Identifier Management L2, L3 User and device identifier management is handled by the IdP and MDM/PKI systems that AppGate ZTNA integrates with. 
AppGate ZTNA enforces identifier uniqueness through IdP integration, detects and denies access from inactive or revoked 
identifiers, and provides API-accessible device registration records for identifier lifecycle management.

03.05.06 Authenticator Management L2, L3 Authenticator lifecycle (password policies, token provisioning, certificate management) is managed by the IdP and PKI systems. 
AppGate ZTNA enforces minimum authenticator strength as a policy condition — users with expired passwords or revoked 
certificates are denied access. MFA provider integration manages OTP and push-token lifecycle.

03.05.07 Cryptographic Authentication L2, L3 AppGate ZTNA uses CCCS/FIPS-approved cryptographic algorithms for all authentication and session establishment. mTLS 
with certificate-based mutual authentication provides cryptographic proof of both client and server identity. SPA tokens are 
cryptographically signed. Device certificates validate device identity cryptographically.
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4.6 IR — Incident Response (6 Controls | L2, L3)
AppGate ZTNA supports incident response through comprehensive audit logging, SIEM integration, real-time session monitoring, and the ability to 
instantly revoke access for compromised accounts or devices. It complements — but does not replace — the organization’s incident response plan 
and reporting obligations to PSPC and CCCS.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.06.01 Incident Handling L2, L3 AppGate ZTNA supports incident containment through real-time session termination and dynamic policy adjustment. When 
an incident is detected, administrators can immediately revoke user or device access across all active sessions from the admin 
console or via API. SIEM integration enables automated containment responses triggered by threat intelligence alerts.

03.06.02 Incident Monitoring, 
Reporting, and Response Assistance

L2, L3 AppGate ZTNA generates the detailed access logs required to support incident monitoring and reporting to PSPC and CCCS. 
All session activity, failed access attempts, and policy violations are logged and forwarded to SIEM. Incident reports can be 
generated from SIEM dashboards using AppGate ZTNA log data as the primary network access audit trail.

03.06.03 Incident Response Testing L2, L3 AppGate ZTNA supports incident response testing by enabling controlled simulation of access revocation, policy change, and 
containment scenarios. The admin API allows automated testing of incident response runbooks. Test results and policy change 
logs are captured for after-action review.

03.06.04 Incident Response Plan L2, L3 The incident response plan is an organizational document. AppGate ZTNA’s role is defined within the plan as the network access 
control enforcement point responsible for session termination, access revocation, and audit log provision during an incident. 
AppGate admin console runbooks and API documentation support plan operationalization.

03.06.05 Incident Response Training L2, L3 AppGate ZTNA can gate access to incident response tools on completion of required training, verified via User Claim API. MOTD 
banners can remind incident response personnel of current procedures.

03.06.06 Vulnerability Monitoring and 
Scanning

L2, L3 AppGate ZTNA integrates with vulnerability management platforms via its Risk Sentinel Integration. Vulnerability scan results 
can be ingested to dynamically adjust access policies — for example, restricting access from devices with critical unpatched 
vulnerabilities until remediation is confirmed. Device Claim Scripts verify patch level at session establishment.
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CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.07.01 Controlled Maintenance L2, L3 Maintenance access to systems protected by AppGate ZTNA requires successful ZTNA authentication and authorization. 
Maintenance personnel are assigned specific entitlements scoped to the systems requiring maintenance. All maintenance 
session activity is captured in AppGate ZTNA audit logs with full user, device, and resource context.

03.07.02 Maintenance Tools L2, L3 AppGate ZTNA Device Claim Scripts can verify whether approved maintenance tools are present and whether prohibited tools 
are absent on a device before granting access to maintenance-scope resources. This ensures only devices with correct, approved 
tooling can reach sensitive maintenance targets.

03.07.03 Remote Maintenance L2, L3 All remote maintenance sessions are enforced through AppGate ZTNA, requiring MFA, device posture validation, and policy-
gated entitlement. mTLS encryption protects all session traffic. Sessions are auto-terminated on inactivity or policy condition 
change. Every remote maintenance session is logged end-to-end with full context.

03.07.04 Maintenance Personnel L2, L3 AppGate ZTNA controls which personnel can access maintenance-scope entitlements based on role and identity attributes from 
the IdP. Maintenance personnel without current authorization are denied access immediately upon role revocation, without 
requiring manual ZTNA policy changes. Supervised maintenance can be enforced via ITSM integration.

4.7 MA — Maintenance (4 Controls | L2, L3)
AppGate ZTNA directly controls remote maintenance session access: all maintenance access to AppGate-protected resources is subject to the same 
ZTNA access controls as standard users, with strong authentication and full session logging. 

4.8  MP — Media Protection (4 Controls | L1, L2, L3)

AppGate ZTNA controls logical access to systems that store Specified Information media. Physical media sanitization and transport are addressed 
through organizational controls. Device Claim Scripts can restrict removable media use at the network access layer.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.08.01 Media Access L2, L3 AppGate ZTNA controls access to systems containing digital Specified Information through its ABAC/RBAC policy engine. Only 
authorized roles with valid entitlements can reach storage systems or file shares. SPA ensures these resources are invisible to 
unauthorized users. All access attempts are logged.

03.08.02 Media Sanitization L1, L2, L3 Not directly applicable — media sanitization is a physical and procedural control outside AppGate ZTNA’s scope. Organizations 
must implement CCCS-approved sanitization procedures independently. AppGate ZTNA audit logs can confirm which media-
containing systems were accessed prior to decommission.

03.08.03 Media Use L2, L3 AppGate ZTNA Device Claim Scripts can detect the presence of active removable storage devices on endpoints and deny 
access to Specified Information systems from devices with unauthorized removable media attached. DLP tools handle the 
complementary data-transfer restriction layer.

03.08.04 Media Transport L1, L2, L3 Physical media transport is an organizational procedural control outside AppGate ZTNA’s scope. For digital data in transit, 
AppGate ZTNA encrypts all network traffic using FIPS-validated mTLS, providing cryptographic protection for Specified 
Information transmitted across networks.
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4.9 PS — Personnel Security (2 Controls | L2, L3) 
Personnel Security controls are primarily HR and organizational process controls. AppGate ZTNA supports them through IdP integration: access is 
automatically revoked upon personnel termination or role change, and User Claim APIs can verify screening status before access is granted.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.09.01 Personnel Screening L2, L3 AppGate ZTNA can enforce a policy condition requiring personnel screening clearance before access to Specified Information 
systems is granted. Screening status is verified via User Claim API querying the HR system. Until screening is complete and the HR 
record is updated, the user’s ZTNA entitlements for sensitive resources remain inactive.

03.09.02 Personnel Termination  
and Transfer

L2, L3 AppGate ZTNA integrates with the IdP: upon personnel termination or role change, IdP account deactivation is immediately reflected 
in ZTNA access decisions. Active sessions are terminated in real time via continuous re-evaluation. All access revocation events are 
logged for audit purposes.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.10.01 Physical  
Access Authorizations

L1, L2, L3 Not directly applicable — AppGate ZTNA controls logical, not physical, access. AppGate ZTNA can complement physical controls by 
using user location (IP geolocation, network SSID) as a policy attribute: for example, denying remote access when the user is not at an 
authorized physical location.

03.10.02 Physical Access Control L1, L2, L3 Not directly applicable — physical access control systems are outside AppGate ZTNA’s scope. AppGate ZTNA logs can provide visitor 
digital activity records that complement physical visitor logs when physical and logical access occur together.

03.10.03 Physical Access Records L2, L3 Not directly applicable — physical access log maintenance is the responsibility of physical security systems. AppGate ZTNA’s digital 
access logs can be correlated with physical access records in the SIEM to detect anomalies (e.g., logical access from a user shown as 
not physically present).

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.12.01 System Security Plan L2, L3 AppGate ZTNA is documented in the organization’s System Security Plan (SSP) as the ZTNA/network access control component. The 
SSP should include: system boundary definition showing AppGate ZTNA gateway placement; description of ABAC/RBAC policies 
protecting Specified Information systems; and reference to AppGate ZTNA audit log integration. Configuration exports provide SSP 
implementation evidence.

03.12.02 Rules of Behavior L2, L3 AppGate ZTNA delivers Rules of Behavior acknowledgement through configurable MOTD banners that users must accept before 
accessing Specified Information systems. Banner acceptance is tracked and logged as an audit event. The MOTD content is managed 
by the organization and updated whenever rules change.

4.10 PE — Physical Protection (3 Controls | L1, L2, L3)
Physical Protection controls govern physical access to facilities and equipment. AppGate ZTNA is a logical access control solution and does not 
directly manage physical access mechanisms. It can use location and network context as policy attributes in access decisions.

4.11 PL — Planning (2 Controls | L2, L3)

Planning is one of three control families added in NIST SP 800-171 Rev. 3 and absent from CMMC 2.0. AppGate ZTNA is referenced in the System 
Security Plan as the network access enforcement component, contributing configuration exports and audit logs as evidence of implemented controls.
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4.12 RA — Risk Assessment (4 Controls | L2, L3)
AppGate ZTNA supports risk assessment through its Risk Sentinel Integration, which ingests threat intelligence and vulnerability data to dynamically 
adjust access decisions. It also contributes access activity data to the organization’s risk assessment process via SIEM.

4.13 CA — Security Assessment (5 Controls | L2, L3)
AppGate ZTNA supports the Security Assessment family through continuous monitoring capabilities, configuration export for evidence collection, 
and SIEM integration for ongoing control effectiveness measurement. Formal CPCSC assessments will review AppGate ZTNA configuration, audit 
logs, and policy documentation as primary evidence artefacts.

4.14 SA — System and Services Acquisition (3 Controls | L2, L3)

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.11.01 Risk Assessment L2, L3 AppGate ZTNA provides access activity data (via SIEM integration) that informs the organization’s periodic risk assessments. The Risk 
Sentinel Integration can consume risk scoring outputs and adjust access policies dynamically. AppGate ZTNA itself does not conduct 
risk assessments — this is an organizational process.

03.11.02 Vulnerability Scanning L2, L3 AppGate ZTNA integrates with vulnerability management platforms to receive scan results via the Risk Sentinel. Devices with critical 
vulnerabilities can be automatically denied access until remediation is verified by Device Claim Scripts. This closes the loop between 
vulnerability discovery and access control enforcement.

03.11.03 Risk Response L2, L3 AppGate ZTNA supports risk response by enabling rapid policy changes in response to identified risks. Access policies can be 
tightened, users or devices quarantined, and sessions terminated via the admin console or API within minutes of a risk finding.

03.11.04 Supply Chain  
Risk Assessment

L3 Supply chain risk assessment is an organizational and procurement process. AppGate ZTNA can enforce supply chain security by 
restricting third-party vendor and supplier access to dedicated, scoped entitlements with heightened logging and MFA requirements.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.12.01 Control Assessment L2, L3 AppGate ZTNA configuration exports, access policy documentation, and audit log samples constitute primary evidence artefacts 
for CPCSC Level 2 assessments. The admin console provides exportable views of all entitlements, policies, and device posture rules. 
Continuous monitoring via SIEM demonstrates ongoing control effectiveness.

03.12.02 Plan of Action L2, L3 POA&M management is handled by the organization’s GRC platform. AppGate ZTNA supports POA&M execution: when a 
control gap is identified, AppGate policy changes can be deployed rapidly to implement compensating controls while permanent 
remediation is completed.

03.12.03 System Interconnections L2, L3 AppGate ZTNA manages and enforces system interconnection controls. All connections between in-scope systems and external 
systems are routed through AppGate ZTNA gateways. Interconnection Security Agreements are reflected as scoped entitlements with 
logged access.

03.12.04 Security Authorization L2, L3 AppGate ZTNA is subject to the organization’s security authorization process. Before deployment, the ZTNA solution is included 
in the system boundary and authorized as part of the SSP. Configuration baselines are documented and updated as system 
characteristics change.

03.12.05 Continuous Monitoring L2, L3 AppGate ZTNA’s real-time session monitoring, continuous re-evaluation of user and device attributes, and SIEM log forwarding 
provide the operational foundation for a continuous monitoring program. The Risk Sentinel Integration allows threat intelligence to 
drive dynamic policy adjustments.
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4.14 SA — System and Services Acquisition (3 Controls | L2, L3)
System and Services Acquisition is one of three families added in NIST SP 800-171 Rev. 3 and absent from CMMC 2.0. AppGate ZTNA is acquired as a 
compliant ZTNA solution and is itself an artefact of the organization’s secure acquisition process.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.14.01 Acquisition Process L2, L3 AppGate ZTNA is acquired and deployed as part of the organization’s secure technology acquisition process. Security requirements 
for the ZTNA solution (FIPS compliance, audit logging, MFA support) are documented in the procurement specification. AppGate 
ZTNA holds FIPS 140-3 validation, NIAP Common Criteria certification (EAL2+), SOC 2 Type 2 compliance, and DISA Category 
Assurance List (CAL) approval — demonstrating its suitability for high-security government and defence environments.

03.14.02 Supplier Controls L2, L3 AppGate ZTNA can enforce supplier and third-party access controls by scoping vendor entitlements to only the resources required, 
with time-bounded access, heightened MFA requirements, and comprehensive logging. This provides a technical enforcement layer 
for supplier security contractual requirements.

03.14.03 Developer  
Security Testing

L2, L3 For the organization’s own developed systems protected by AppGate ZTNA, developer access to development and test 
environments is enforced through the same ZTNA access controls as production, with appropriate entitlement scoping.

4.15 SR — Supply Chain Risk Management (4 Controls | L2, L3)
Supply Chain Risk Management is the third family added in Rev. 3 and absent from CMMC 2.0. AppGate ZTNA directly supports supply chain risk 
reduction by enforcing strict, scoped, and logged access for all third-party and supplier connections.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.15.01 Supply Chain Risk 
Management Plan

L2, L3 The supply chain risk management plan is an organizational document. AppGate ZTNA is documented within it as the technical 
control enforcing access restrictions on third-party vendors, software suppliers, and managed service providers. The solution’s 
logging and real-time revocation capabilities support the plan’s incident response provisions.

03.15.02 Acquisition Strategies 
and Tools

L2, L3 AppGate ZTNA supports secure acquisition by enabling zero-trust access for supplier connections during system integration, 
acceptance testing, and ongoing managed services. Supplier sessions are scoped to minimum-required entitlements, time-bounded, 
and subject to full audit logging.

03.15.03 Notification Agreements L2, L3 AppGate ZTNA audit logs provide the detailed access records required to support notification agreement obligations. In the event 
of a supplier compromise, AppGate ZTNA logs can identify precisely which resources were accessed, what actions were performed, 
and when — enabling accurate incident notification to PSPC and CCCS.

03.15.04 Component Authenticity L2, L3 AppGate ZTNA Device Claim Scripts can verify software signatures, certificate chain validity, and process integrity on endpoint 
devices before granting access. Integration with EDR platforms provides deeper component integrity verification.
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4.16 SC — System and Communications Protection (10 Controls | L1, L2, L3)
System and Communications Protection is the second highest-impact family for AppGate ZTNA. The solution’s SPA cloaking, mTLS encryption, 
micro-segmentation, and direct-routed traffic control directly satisfy the majority of SC requirements.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.13.01 Boundary Protection L1, L2, L3 AppGate ZTNA enforces boundary protection at all external and internal network boundaries. SPA cloaks all protected resources 
from unauthenticated hosts. Gateways act as enforced ingress and egress points for all access to Specified Information systems. All 
boundary-crossing communications are authenticated, authorized, and encrypted.

03.13.02 Public Access Protection L2, L3 AppGate ZTNA ensures non-public Specified Information systems are logically isolated from public access. SPA makes protected 
systems invisible to public internet scanning. Only authenticated, policy-authorized users can establish connections.

03.13.03 Security Engineering 
Principles

L2, L3 AppGate ZTNA is designed and deployed according to zero trust security engineering principles: least privilege, default-deny, 
assume breach, verify explicitly, and continuous validation. These principles are operationalized in every policy decision and session 
lifecycle.

03.13.04 Shared Resources L2, L3 AppGate ZTNA prevents unauthorized information transfer via shared system resources by enforcing strict user-to-resource 
entitlement scoping. Users cannot pivot between resources outside their entitlements even on shared infrastructure. Micro-
segmentation isolates resource domains to prevent cross-classification data leakage.

03.13.05 Network Segmentation L2, L3 AppGate ZTNA implements software-defined micro-segmentation. Each user/device session establishes a cryptographic tunnel only 
to explicitly authorized resources — no implicit network access is granted. Users on the same physical network cannot reach each 
other’s resources without separate authorization, eliminating lateral movement opportunities.

03.13.06 Network Disconnect L2, L3 AppGate ZTNA automatically terminates network sessions after configurable inactivity periods or when policy conditions change. 
Direct-routed architecture ensures immediate disconnection without relying on cloud intermediaries.

03.13.07 Cryptographic Key 
Establishment and Management

L2, L3 AppGate ZTNA uses CCCS/FIPS-approved key management practices for all cryptographic operations. TLS certificates are 
managed through the organization’s PKI. The SPA token infrastructure uses HMAC-based key management. Key rotation policies are 
configurable. Certificate validity is checked as part of device posture evaluation.

03.13.08 Cryptographic Protection L1, L2, L3 AppGate ZTNA encrypts all data in transit using FIPS 140-2/140-3 validated AES-256 via mTLS. This applies to all sessions — remote 
access, inter-site communications, and management traffic. FIPS mode is configurable and enforced by policy. No unencrypted 
communication paths are permitted for Specified Information traffic.

03.13.09 Network Communication 
Protection

L2, L3 AppGate ZTNA’s mTLS implementation provides mutual authentication of both client and server at every session, preventing man-in-
the-middle attacks and session hijacking. Certificate-based authentication validates server identity cryptographically. SPA prevents 
connection establishment to spoofed endpoints.

03.13.10 Mobile Code L2, L3 AppGate ZTNA Device Claim Scripts can detect execution of unauthorized mobile code on endpoint devices and deny network 
access until the device is remediated. Integration with EDR platforms provides deeper mobile code detection and blocking.
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4.17 SI — System and Information Integrity (7 Controls | L1, L2, L3)
AppGate ZTNA contributes to system and information integrity by limiting the attack surface available to adversaries, enforcing device health 
requirements before network access, and integrating with SIEM, EDR, and threat intelligence platforms for real-time detection and response.

CONTROL ID / NAME LEVEL APPGATE ZTNA MAPPING

03.14.01 Flaw Remediation L1, L2, L3 AppGate ZTNA Device Claim Scripts verify OS patch level and application version compliance on endpoints before granting access. 
Devices with critical unpatched vulnerabilities are denied access until remediated. Risk Sentinel Integration allows vulnerability scan 
outputs to drive dynamic access policy adjustments.

03.14.02 Malicious Code Protection L1, L2, L3 AppGate ZTNA reduces malicious code exposure by enforcing strict access controls that limit which systems and resources are 
reachable. Device Claim Scripts verify that approved AV/EDR software is running and up-to-date before granting access. ZTNA micro-
segmentation prevents lateral movement of malicious code.

03.14.03 Security Alerts and 
Advisories

L2, L3 AppGate ZTNA integrates with SIEM and threat intelligence platforms via the Risk Sentinel Integration. CCCS and other security 
advisories can be ingested to trigger dynamic policy changes — for example, immediately restricting access from affected IP ranges or 
device types when a critical advisory is received.

03.14.04 Security  
Functionality Verification

L2, L3 AppGate ZTNA performs self-checks on startup and during operation. If ZTNA security functions (authentication, authorization, 
encryption) cannot be verified, the solution fails closed — access is denied. Health status of Controllers and Gateways is monitored 
and alerted on.

03.14.05 Software and  
Firmware Integrity

L2, L3 AppGate ZTNA Device Claim Scripts can verify software hash values, digital signatures, and firmware versions on connecting devices. 
Devices running modified or unverified software are denied access until integrity is restored. The AppGate ZTNA client itself uses 
code signing and integrity verification for its own binaries.

03.14.06 Network and  
System Monitoring

L2, L3 AppGate ZTNA provides comprehensive network session monitoring through its admin console and SIEM integration. Every access 
attempt — successful or failed — is logged and available for real-time analysis. The Risk Sentinel Integration dynamically adjusts access 
policies in response to detected threats.

03.14.07 Spam and  
Phishing Protection

L2, L3 Spam and phishing protection are primarily email and endpoint security controls. AppGate ZTNA’s contribution is indirect: by 
enforcing MFA and device posture requirements, it limits the damage from phished credentials — even a stolen password alone 
cannot grant ZTNA access without the registered device and second factor.
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5. Implementation Guidance
Organizations deploying AppGate ZTNA to support CPCSC compliance should follow a structured, phased approach. The guidance below 
addresses both the CPCSC program obligations and the AppGate ZTNA-specific implementation steps.

Phase 1: Scope and Boundary Definition

•	 Identify all DND contracts involving Specified Information and the required CPCSC level.

•	 Map Specified Information flows and define the system boundary — including  
AppGate ZTNA gateways.

•	 Document AppGate ZTNA placement in the preliminary System Security Plan (SSP). 

Phase 2: AppGate ZTNA Baseline Deployment

•	 Deploy AppGate ZTNA Controllers and Gateways at defined network boundary points.

•	 Integrate with the organization’s IdP (SAML/OIDC/LDAP/AD) and MFA provider.

•	 Configure baseline ABAC/RBAC policies using the principle of least privilege.

•	 Enable SPA on all Gateways protecting Specified Information resources.

•	 Configure FIPS mode for all cryptographic operations (mTLS, SPA tokens). 

Phase 3: Policy and Posture Configuration

•	 Define and deploy entitlements mapping users/roles to specific Specified  
Information resources.

•	 Configure Device Claim Scripts to enforce endpoint posture requirements (patch level, AV 
status, disk encryption, certificate presence).

•	 Set up User Claim APIs to query IdP, HR, and training systems for enriched policy attributes.

•	 Configure session timeout, inactivity lock, and session termination policies.

•	 Deploy MOTD banners for System Use Notification and Rules of Behavior acknowledgement.

 

Phase 4: Audit and Monitoring Integration

•	 Configure LogForwarder to ship all AppGate ZTNA audit logs to the organization’s SIEM.

•	 Establish SIEM dashboards and alert rules for failed access attempts, session anomalies, 
privileged access events, and device posture failures.

•	 Enable Risk Sentinel Integration to ingest threat intelligence and vulnerability scan results.

•	 Configure NTP synchronization on all AppGate ZTNA appliances. 

Phase 5: Evidence Collection and CPCSC Assessment Readiness

•	 Export AppGate ZTNA configuration artefacts (policies, entitlements, device posture rules) for 
inclusion in the SSP.

•	 Generate sample audit log extracts demonstrating control effectiveness for each relevant 
ITSP.10.171 family.

•	 For Level 1: complete the Canada Buys self-assessment, referencing AppGate ZTNA controls.

•	 For Level 2: prepare AppGate ZTNA evidence packages for the SCC-accredited  
third-party assessor.

Key Implementation References Most-referenced sections in CPCSC evidence packages: Access Management (AC, IA); Single Packet Authorization (AC, SC); Mutual TLS / 
Encryption Configuration (SC, IA); Device Claim Scripts (AC, CM, IA, SI); Logging and Auditing / LogForwarder (AU); Real-time Re-Evaluations 
(AC, SI); Risk Sentinel Integration (RA, IR, SI); Identity Providers (IA); SIEM Integration (AU, CA, SI); System Messages / MOTD (AC, PL).
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6. CPCSC vs. CMMC 2.0 Comparison
Organizations operating in both Canadian and U.S. defense supply chains should understand the differences between CPCSC and CMMC 2.0. 
AppGate ZTNA’s existing CMMC 2.0 control mapping covers approximately 80-85% of CPCSC requirements; the delta is primarily in the three 
additional families added in NIST SP 800-171 Rev. 3.

DIMENSION CPCSC CMMC 2.0

Underlying Standard ITSP.10.171 (NIST SP 800-171 Rev. 3) NIST SP 800-171 Rev. 2

Control Families 17 14

Level 2 Controls 97 controls 110 practices

Families Not in CMMC 2.0 Planning (PL), System & Services Acquisition (SA), Supply Chain Risk 
Management (SR)

N/A — absent from CMMC 2.0

Governing Body PSPC + DND + CCCS (Canada) DoD / OUSD(A&S) (U.S.)

Accreditation Body Standards Council of Canada (SCC) The Cyber AB

Information Classification Specified Information (TBS framework) CUI (NARA framework)

Assessment Org (L2) SCC-accredited Third-Party Assessment Orgs C3PAOs (Cyber AB-accredited)

AppGate ZTNA Mapping Delta Existing CMMC mapping + PL, SA, SR families + Rev. 3  
ODP language

Covered by existing AppGate ZTNA CMMC 2.0 mapping

Dual Compliance Strategy Organization’s holding both DND and DoD contracts should build against CPCSC/ITSP.10.171 (the more demanding standard). AppGate 
ZTNA capabilities apply equally to both frameworks across the 14 shared families. The three additional CPCSC families (PL, SA, SR) require 
supplemental documentation rather than additional AppGate ZTNA configuration.
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7. Assessment and Certification Process
The CPCSC certification process differs by level. AppGate ZTNA configuration, policy documentation, and audit logs serve as primary evidence 
artefacts at both Level 1 and Level 2 assessments. 

Level 1 — Annual Self-Assessment

Step 1: Implement the 13 Level 1 controls — including the relevant AC, IA, MP, PE, SC, and SI controls mapped in this guide.

Step 2: Document AppGate ZTNA’s contribution to each Level 1 control in the self-assessment tool (accessible via Canada Buys).

Step 3: Export AppGate ZTNA configuration evidence (access policies, MFA settings, encryption configuration, audit log samples).

Step 4: A senior official affirms the attestation and submits via Canada Buys. Valid for 12 months. 
 

Level 2 — Triannual Third-Party Assessment

Step 1: Engage an SCC-accredited Third-Party Assessment Organization. Provide the AppGate ZTNA configuration exports and SSP 
as pre-assessment documentation.

Step 2: Assessors review AppGate ZTNA access policies, entitlements, MFA configuration, Device Claim Scripts, and audit log 
samples against ITSP.10.171 assessment objectives.

Step 3: Assessors conduct access control testing: verifying least privilege enforcement, SPA behavior, MFA challenge, session 
termination, and audit log completeness.

Step 4: Findings are issued as Satisfied / Other Than Satisfied. Deficiencies in AppGate ZTNA-related controls are remediated 
through policy changes or configuration updates.

Step 5: Upon successful assessment, Level 2 certification is issued (valid 3 years). Annual affirmations attest that AppGate ZTNA 
controls remain in place.
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8. Glossary

AppGate ZTNA AppGate Zero Trust Network Access — a direct-routed ZTNA solution enforcing identity-aware, device-posture-aware, context-aware access using SPA, 
mTLS, and ABAC/RBAC policies.

CPCSC Canadian Program for Cyber Security Certification. Canada's mandatory cybersecurity framework for defense suppliers, managed by PSPC.

ITSP.10.171 The CCCS technical standard (97 controls, 17 families) that underpins CPCSC. Full title: Protecting Specified Information in Non-Government of Canada 
Systems and Organizations.

Specified Information (SI) Unclassified Government of Canada information requiring protection under Canadian policy — the Canadian equivalent of CUI.

SPA Single Packet Authorization — AppGate ZTNA's mechanism for cloaking protected resources from unauthenticated network hosts using 
cryptographically signed single packets.

mTLS Mutual Transport Layer Security — provides bidirectional cryptographic authentication and encrypted tunnelling for every AppGate ZTNA session.

ABAC Attribute-Based Access Control — access decisions based on user attributes, device posture, context, and environmental factors evaluated dynamically.

RBAC Role-Based Access Control — access decisions based on predefined user roles mapped to specific resource entitlements.

Device Claim Scripts AppGate ZTNA scripts that evaluate endpoint device posture (OS patch level, AV status, certificates, running processes) as a condition of access.

User Claim APIs AppGate ZTNA APIs that query external systems (IdP, HR, ERP, training platforms) to enrich policy decisions with additional user context.

Risk Sentinel Integration AppGate ZTNA's capability to ingest external threat intelligence and risk scores to dynamically adjust access policies.

PSPC Public Services and Procurement Canada — manages CPCSC and administers certification requirements in defense contracts.

CCCS Canadian Centre for Cyber Security — developed ITSP.10.171 and provides cybersecurity guidance to the defense industry.

SCC Standards Council of Canada — accredits Third-Party Assessment Organisations for CPCSC Level 2 assessments.

POA&M Plan of Action and Milestones — documents control gaps, remediation steps, owners, and target dates.

SSP System Security Plan — primary assessment artefact describing system boundary, operational environment, and control implementation status.

This guide is a reference companion to the primary ITSP.10.171 standard. Organizations should consult authoritative sources at cyber.gc.ca (CCCS), canada.ca/cpcsc (PSPC), and appgate.
com for current product documentation. CPCSC requirements continue to evolve; verify all information against current official publications.
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