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ZERO TRUST NETWORK ACCESS CASE STUDY

AppGate

DISABILITY SERVICES OF THE SOUTHWEST (DSSW)
MODERNIZES SECURE ACCESS WITH APPGATE ZTNA

Replacing VPN Access to Accelerate Zero Trust Adoption

Background

Disability Services of the Southwest (DSSW) is a nonprofit organization dedicated to empowering individuals with
disabilities to live independently. Supporting a distributed workforce and remote access to critical internal systems,
DSSW depends on secure, reliable connectivity to ensure uninterrupted services for the communities it serves. As
remote access needs evolved, DSSW recognized that its legacy VPN could no longer meet its security, usability, and
performance requirements — particularly as the organization worked toward a broader Zero Trust initiative.

Challenges and Requirements

Over time, DSSW transitioned between multiple VPN, firewall, and SASE platforms. However, each presented
limitations that prevented the organization from achieving its security goals.

Key challenges included:

Failed MFA workflows: The existing VPN
required users to initiate a connection before
receiving a MFA push notification. Many users
did not realize they needed to complete the
second factor, resulting in failed connections and
unreliable MFA enforcement.

Latency from cloud-routed alternatives: A
SASE-based solution routed traffic through third-
party cloud infrastructure before returning it to
DSSW's network, introducing unnecessary latency
and throughput challenges.

Need for a scalable path toward Zero Trust:
Needed to move beyond basic VPN replacement
and support granular entitlements, identity-based
access controls, and long-term Zero Trust maturity.

Limited traffic control and visibility: Traditional
VPN access granted broad subnet-level
connectivity, providing insufficient granularity.

DSSW required a solution capable of consistently enforcing multi-factor authentication across all remote access
sessions, while enhancing performance and establishing a strong foundation for identity-centric, Zero Trust access control.

Solution

DSSW selected Appgate ZTNA to replace its legacy VPN with a direct-routed, identity-centric architecture that delivers
secure, high-performance access without the limitations of traditional VPN infrastructure. With guidance from AppGate's
Customer Success team, DSSW was able to streamline implementation, maintain best practices, and confidently evolve

its Zero Trust strategy over time.

With AppGate, DSSW implemented:

Granular, identity-based entitlements, replacing
broad subnet access with tightly scoped resource-
level access

Zero-downtime server upgrades, enabling
completely online updates without
service interruption

Direct, encrypted connectivity that avoids cloud
backhaul and reduces latency

Reliable MFA enforcement on any connection part of DSSW's evolving Zero Trust strategy

Seamless deployment via silent installer for
simplified rollout

Unlike traditional VPN that provide full network access, AppGate allows DSSW to define access precisely. DSSW can
now provide secure access to any authorized user, from any managed device and to only the specific resources they
require, wherever those resources reside - reinforcing true least-privilege access control. Additionally, AppGate’s

flexible architecture enables DSSW to analyze traffic patterns and progressively create refined entitlements, providing a

scalable foundation for its long-term Zero Trust objectives.

By replacing its legacy VPN with AppGate ZTNA, DSSW strengthened identity security, improved performance
and reliability, and created a clear path toward Zero Trust — all while simplifying deployment and enhancing the
user experience.

“The AppGate client is the easiest |’'ve deployed and is simple for end users. The MFA experience just
works. We have 99.99999% VPN uptime, zero noticeable downtime during upgrades, and the ability
to get granular with access. This is something unattainable with traditional VPNs in my experience.”
— William Cochran, VP of IT Strategy and Solutions, Disability Services of the Southwest
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Integration with CrowdStrike Falcon via AppGate'’s
Risk Sentinel, providing visibility into device risk as
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USE CASES
* Legacy VPN replacement
*  Organization-wide MFA enforcement
*  Granular, identity-based access control
*  Secure mobile device access with
restricted entitlements
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* Achieved 99.99999% uptime since deployment
*  Performed server upgrades with no downtime or

service interruption
*  Replaced broad subnet access with granular,
least-privilege entitlements

* Reduced latency by avoiding centralized cloud

backhaul architectures
* Established a scalable foundation for
Zero Trust maturity

ABOUT APPGATE

AppGate secures and protects an organization’s most

valuable assets with its high performance Zero Trust

Network Access (ZTNA) solution. AppGate is the only
direct- routed ZTNA solution built for peak performance,

superior protection, and seamless interoperability.
AppGate safeguards enterprises and government
agencies worldwide.Learn more at appgate.com.



