
Background

MDRN Tech is a commercial managed services provider (MSP) focused on delivering secure, scalable IT and 
security solutions for modern cloud-first organizations. As MDRN Tech expanded its managed services capabilities 
and prepared for future hybrid infrastructure growth, the company recognized that its legacy conditional access 
approach was creating operational inefficiencies, limiting scalability and introducing unnecessary friction for both 
users and administrators.  

Challenges and Requirements  

MDRN Tech’s existing access environment relied heavily on manual conditional access workflows that became 
increasingly difficult to manage as user needs and security requirements evolved:  

MDRN Tech needed a solution that could automate access management, reduce operational complexity, strengthen 
identity-centric security and provide the flexibility to support future infrastructure growth. 

MDRN Tech Modernizes Secure Access and 
Eliminates Access Friction with AppGate ZTNA 
Commercial managed service provider transforms manual conditional access 
processes into scalable, identity-centric security with AppGate ZTNA. 

ZERO TRUST NETWORK ACCESS  CASE STUDY

INDUSTRY
Managed Service Provider (MSP) 

USE CASES 
•	 VPN and Conditional Access Modernization  

•	 Identity-Centric Secure Access  

•	 MSP Multi-Tenant Security Standardization  

•	 Secure Access for Cloud and                             

Hybrid Environments  

  

KEY RESULTS  
•	 Reduced monthly travel-related access requests 

from 50+ tickets to near zero  

•	 Automated manual conditional access workflows 

and reduced operational overhead  

•	 Enabled MDRN’s technical team to focus on 

higher-value strategic initiatives  

•	 Enhanced protection for sensitive resources 

through automated, identity-based                       

access controls 

•	 Enabled scalable multi-tenant deployments 

across client environments  

•	 Established a unified security architecture ready 

for future hybrid infrastructure growth  

•	 High volume of manual access requests: During 
peak travel periods, the team routinely handled 
more than 50 access-related tickets per month from 
users requiring temporary or location-based access 
adjustments. Managing approvals, scheduling 
access windows, configuring policies, and sending 
reminders created a significant operational burden 
for MDRN Tech’s three-person team. 

•	 Limited conditional access flexibility: Their 
previous solution lacked the ability to enforce 
granular, context-aware security policies for sensitive 
applications and resources. Business-critical 
applications such as Dropbox required stronger 
location-aware and continuous authentication 
controls that could not be efficiently automated.

•	 Operational overhead and manual 
administration: Ongoing configuration changes, 
onboarding tasks, and access troubleshooting 
consumed valuable engineering time that could 
otherwise be dedicated to strategic initiatives and 
client-focused projects.

•	 Need for future-ready hybrid security: While 
MDRN Tech currently operates primarily in the 
cloud, the company is planning a future hybrid 
infrastructure expansion, including support for 
on-premises Active Directory environments. They 
required a solution capable of supporting both 
cloud-native and hybrid environments through a 
unified security architecture.

•	 Automated, policy-based access enforcement: 
AppGate ZTNA enabled MDRN Tech to replace 
manual access approvals and temporary conditional 
access changes with automated, context-aware 
policies based on user identity, location, and 
authentication status. 

•	 Protection for sensitive applications and data: 
MDRN Tech deployed AppGate ZTNA in front of 
high-value resources, ensuring users are securely 
authenticated before gaining access. 

•	 Hybrid infrastructure readiness: AppGate ZTNA’s 
flexible architecture provides MDRN Tech with a 
unified approach to securing both cloud-native 
and future hybrid environments, including planned 
on-premises Active Directory integrations and 
additional infrastructure expansion initiatives.

•	 MSP-friendly deployment model: AppGate 
ZTNA’s multi-tenant architecture enables MDRN 
Tech to efficiently replicate configurations and 
security policies across customer environments, 
reducing deployment complexity while maintaining 
a consistent security posture at scale. 

•	 White-glove onboarding and deployment 
support: AppGate’s onboarding team worked 
closely with MDRN Tech through implementation, 
providing one-on-one setup assistance, training and 
deployment guidance that significantly accelerated 
adoption and simplified rollout.

•	 Future-ready interoperability: MDRN Tech 
selected AppGate ZTNA not only for its current 
requirements, but also for its flexibility to support 
future integrations and evolving security initiatives.  

Solution

To modernize secure access across its environment, MDRN Tech deployed AppGate ZTNA, a scalable, identity-centric 
Zero Trust architecture designed to support both current operational needs and future infrastructure growth. The 
deployment focused on simplifying operations while enabling stronger, more adaptive security controls across sensitive 
resources and user environments.  

Key capabilities included:

 

AppGate ZTNA enabled MDRN Tech to streamline secure access operations, reduce administrative overhead, 
and build a scalable security framework capable of supporting both internal growth and expanding managed                         
service offerings. 

ABOUT APPGATE

AppGate secures and protects an organization’s 
most valuable assets with its high performance Zero 
Trust Network Access (ZTNA) solution. AppGate 
ZTNA is the only direct-routed Zero Trust solution 
built for peak performance, superior protection 
and seamless interoperability. AppGate safeguards 
enterprises and government agencies worldwide.                                              
Learn more at appgate.com.
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“AppGate [ZTNA] helped us eliminate a huge 
amount of manual access management and gave 
us a much more scalable way to secure users and 
sensitive resources. The onboarding experience and 
hands-on support from the AppGate team made 
the deployment process smooth from day one.”                  
— Byron Griffin, Director of Technology, MDRN Tech


