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EXECUTIVE SUMMARY 

Zero Trust Network Access (ZTNA) is not just for remote workers—it is the foundation for securing all users, 
devices, and workloads—no matter where or how they connect. By applying consistent identity-centric 
policies across the entire environment, organizations can achieve true Zero Trust, radically reduce their 
attack surface, and unlock opportunities for network transformation and cost savings. 

Modern enterprises must deliver secure access that feels as seamless and responsive as connecting at a 
neighborhood café. But behind that experience lies a complex security challenge: enabling dynamic, user-
friendly connectivity without compromising control, visibility, or risk posture. Traditional access methods—
rooted in static perimeters, virtual private networks (VPNs), and implicit trust—were never equipped to 
support this reality.

This paper explores the architectural shift toward identity-centric ZTNA and outlines how organizations 
can design a secure, scalable access strategy that meets users where they are—without compromising 
security principles. By enforcing the same contextual access controls for on-premises and remote users, 
ZTNA delivers a unified end-user experience while maintaining strict least-privilege security. By decoupling 
trust from physical location, continuously evaluating user and device context and routing traffic directly and 
securely, ZTNA enables what we call the “café style network”: fast, flexible and secure access across 
any environment.

In this model, users inside the network are treated the same as those outside it—eliminating the notion of a 
trusted internal boundary. Every connection is authenticated, authorized and monitored, creating a resilient 
access framework that supports hybrid work, modern application delivery, and Zero Trust principles—
without the friction, risk, or complexity of legacy approaches.

INTRODUCTION: THE RISE OF THE CAFÉ-STYLE NETWORK

The modern workplace has fundamentally changed. Gone are the days when productivity was 
confined within corporate office walls. Employees discovered they could work effectively from virtually 
anywhere—be it a home office, kitchen counter, or neighborhood coffee shop. This newfound flexibility 
reshaped expectations around how, where and when work gets done. Today, the ability to choose a 
work environment that fits individual preferences has become a core element of employee satisfaction 
and retention.

However, a common misconception persists that ZTNA is primarily a remote access solution. In reality, the 
same principles that secure off-site users must also apply to those inside corporate offices or connected to 
“trusted” networks. Extending Zero Trust to on-premises users creates a consistent security posture across 
the enterprise, eliminates the weak spots in location-based trust models, and provides an opportunity to 
simplify networks and reduce operational costs.

As organizations strive to reimagine the modern workplace, many are turning to a concept often referred 
to as the “café style network.” The goal is to replicate the autonomy, familiarity and ease of remote work—
within physical office spaces and satellite branches—while maintaining security, performance, or operational 
control. These distributed environments emphasize adaptability and user experience while still meeting the 
security demands of a hybrid, cloud-centric enterprise.

For CIOs and security leaders, the challenge lies in striking the right balance: How do you deliver a 
standard, frictionless user experience for all users while ensuring true Zero Trust across the entire estate? The 
answer lies in an architectural rethinking—one that decouples trust from network topology, geography and 
physical infrastructure.
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WHY LEGACY ARCHITECTURES FALL SHORT

Traditional enterprise network and security models were built for a different era—one where users worked 
primarily in centralized offices, applications lived in on-premises data centers, and trust was granted 
implicitly based on location. These assumptions no longer hold true in a world where users are mobile, 
workloads are distributed across clouds, and threats are increasingly dynamic.

Legacy connectivity technologies such as multi-protocol label switching (MPLS) and VPNs struggle to 
support the demands of today’s distributed, cloud-first enterprises:

•	 MPLS backhauling undermines performance. Routing branch traffic through a central data center 
before reaching cloud applications introduces unnecessary latency and degrades user experience.

•	 VPNs expose the network and broaden the attack surface. Once connected, users often gain 
broad access to the network, making lateral movement easier for attackers and violating principles of 
least privilege.

•	 Static, location-based trust models are obsolete. Granting access based on IP address, subnet, or 
physical location ignores the dynamic nature of modern users and devices.

•	 Scaling is complex and costly. Legacy architectures require manual configuration, carry 
high infrastructure costs, and are difficult to scale to accommodate remote work or rapid 
organizational change.

These limitations are compounded by the rise of SD-WAN and direct-to-cloud traffic flows, which 
optimize performance but often bypass centralized security controls. Without a modern access 
control layer, organizations are forced to retrofit security after the fact—often introducing new 
complexity and risk.

The café-style network represents a new approach. Rather than relying on static perimeter defenses or 
central chokepoints, it embraces identity as the new control plane. By enforcing access policies based on 
real-time user, device and contextual attributes—not location or network—organizations can ensure every 
branch, user and workload operates as an isolated, secure entity. This model not only supports flexibility 
and performance but also addresses critical gaps in legacy architectures.

 
RETHINKING ENTERPRISE ACCESS: LESSONS FROM 
INTERNET-NATIVE ARCHITECTURES

One of the most influential shifts in secure enterprise networking over the last decade has come from 
organizations that reimagined what it means to “connect” to a corporate environment. Rather than 
treating the enterprise network as a trusted enclave, they flipped the model—assuming every network, 
including their own, was inherently untrusted. From this assumption came a new architecture, one that 
prioritized strong user and device identity, enforced contextual access controls, and eliminated the need 
for VPNs entirely.

At the core of this model is a deceptively simple principle: 

Trust is not granted based on where a user is, but who they are, what device they are using, 
and the context of their access request.

The architecture is composed of a few key components:

•	 Trust Evaluation Gateways: All access requests are brokered through gateways positioned at the 
edge of the enterprise. These gateways validate identity, device posture and session context before 
granting access to a specific application—never to the entire network.

•	 Strong Device Identity and Health Checks: This model enforces continuous device validation. 
Access is denied or restricted if the device fails to meet predefined criteria such as outdated 
patches, unencrypted storage, or missing endpoint protection. This validation occurs before access 
is granted and can also happen dynamically during the session.

•	 Context-Aware Policy Engine: A central policy engine evaluates user and device attributes in 
real time. Policies may include factors such as location, time of day, role, risk level, device 
compliance, and other signals derived from identity providers and endpoint security tools. These 
policies are expressed in human-readable form (policy-as-code) and updated continuously to reflect 
changing conditions.
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•	 Application-Centric Access Model: Users are only granted access to the 
specific applications they are entitled to—not to networks, subnets, or broad IP 
address ranges. This eliminates lateral movement and makes each application 
effectively invisible to unauthorized users.

•	 Internet as the Transport Layer: All traffic, regardless of user or application 
location, travels over the public internet via encrypted channels. There is no need 
for trusted internal networks or MPLS links; security is enforced at the application 
layer, independent of the underlying network.

 

Rethinking Enterprise Access: Lessons from Internet-Native Architectures (cont.)

This approach proved that enterprises can safely eliminate perimeter-based trust models— 
even at global scale—by designing around identity, device, and context. It also laid the 
groundwork for modern ZTNA solutions, many of which have incorporated and evolved 
these foundational concepts.

Universal ZTNA is the principle that Zero Trust access policies should apply consistently—
regardless of where the user is located, what device they’re using, or how they’re 
connecting. This includes treating corporate offices as untrusted  environments, with users 
onnecting and authenticating through the ZTNA solution even while on site. The benefits 
of this ‘always-on’ access model include simpler segmentation, consistent enforcement, 
and a smaller network attack surface.

The shift to Universal ZTNA eliminates the need for location-based assumptions, 
fragmented enforcement, or disparate user experiences. In practical terms, it ensures 
users working from cafés, airports, or remote branches undergo the same rigorous 
authentication, access enforcement, and segmentation controls as users inside a corporate 
office. Security is no longer tied to physical location or static infrastructure—it travels with 
the user.

This model is especially effective in organizations that:

•	 Manage a large distributed or remote workforce

•	 Operate a mix of SaaS, IaaS and on-premises applications

•	 Must meet strict compliance and audit requirements

•	 Need to reduce the operational overhead and user friction of legacy VPNs

By adopting this architecture, enterprises shift from network access to 
application access—a fundamental but essential shift that aligns perfectly with the 
café-style network transformation.
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exposed network surfaces 
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Outbound-only communication to avoid NAT 
traversal and ingress vulnerabilities  
	

Interoperability to integrate with existing 
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CORE TENETS OF IDENTITY-CENTRIC ZERO TRUST ACCESS

A modern access architecture must be grounded in several key principles. Chief among 
them is the core tenet, “never trust, always verify,” a mindset that demands access decisions be re-evaluated 
continuously based on real-time context rather than static assumptions. This approach anchors access 
control in user identity and device posture rather than relying on network location. Users are only granted 
access to the specific resources required to perform their role, aligning with the principle of least-privilege 
segmentation. All communication must be protected with end-to-end encryption and integrity verification 
that isn’t reliant on the security of intermediary networks. 

Finally, policies must incorporate contextual risk signals, including behavioral analytics, threat intelligence, 
device health, and anomaly detection. Together, these principles form the foundation of Zero Trust and 
establish a security architecture built for dynamic and high-risk environments.

THE CONTROL PLANE: REAL-TIME TRUST EVALUATION ACROSS 
CONTEXTUAL SIGNALS

In an identity-centric Zero Trust architecture, the control plane serves as the dynamic decision-making 
engine. Rather than relying on static credentials or location-based rules, the control plane continuously 
analyzes a rich set of attributes to determine whether access should be granted, adjusted, or revoked. 
This ongoing process ensures that access decisions are always grounded in current context rather than 
outdated assumptions.

The control plane is composed of several interoperating components that collectively orchestrate trust:

•	 Policy Decision Point (PDP): The PDP is the centralized logic engine responsible for evaluating access 
requests. It ingests identity attributes, device telemetry, contextual metadata (such as time, location and 
behavior), and organizational policy to render real-time decisions.

•	 Policy Enforcement Point (PEP): These lightweight components are deployed on endpoints or 
gateways and are responsible for enforcing the PDP’s decisions. They establish encrypted connections 
only after authorization is confirmed and continue to monitor session conditions.

•	 Identity Provider (IdP): IdPs deliver federated authentication and identity metadata. They supply the 
PDP with user roles, group memberships and MFA status, forming the foundation of access decisions.

•	 Device Trust Engine: This subsystem collects and evaluates device posture data—including OS 
version, patch level, EDR status, and certificate presence—to ensure only healthy, trusted endpoints are 
permitted access.

•	 Risk Correlation Layer: Contextual trust scoring is enriched with telemetry from behavioral analytics, 
threat intelligence feeds, and internal anomaly detection systems. This enables the PDP to weigh risk in 
real time and respond accordingly.

Access decisions are never permanent. Trust is transient and can degrade over time or shift in response to 
changing risk conditions. This ensures that every connection is continuously scrutinized, aligning with the 
Zero Trust principle of “never trust, always verify.”

 
THE DATA PLANE: DIRECT-ROUTED, ENCRYPTED, AND SCALABLE

While the control plane decides who can access what, the data plane governs how that traffic flows—securely, 
directly and efficiently. Legacy solutions often rely on centralized traffic relays, introducing performance 
bottlenecks, increasing latency, and creating inspection chokepoints that can fail or scale poorly.

A modern ZTNA data plane takes a fundamentally different approach. It connects users to resources 
via encrypted, point-to-point tunnels that bypass traditional middleboxes and steer clear of centralized 
inspection hubs.
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Key characteristics of an effective Zero Trust data plane include:

•	 Direct Connectivity: Once authorization is granted, traffic is routed directly from the user device to the 
application or service, avoiding hairpinning through a vendor hosted cloud.

•	 End-to-End Encryption: All traffic is protected with strong cryptographic protocols (e.g., mTLS) that 
secure the payload regardless of the underlying network, ensuring confidentiality and integrity.

•	 Protocol Agnosticism: Unlike browser-based ZTNA solutions that rely solely on HTTP/S, an advanced 
data plane supports TCP, UDP, and even legacy industrial protocols common in OT environments.

•	 Dynamic Path Optimization: Routing decisions can adapt in real time based on user geography, 
endpoint performance, and policy-driven constraints—ensuring optimal speed and resilience.

This approach delivers high performance, low-latency access while maintaining robust security, even in highly 
distributed or latency-sensitive environments.

 
OBSERVABILITY, AUDITING AND FORENSICS: MAKING THE INVISIBLE VISIBLE

Zero Trust doesn’t mean blind trust. In fact, it demands greater visibility, not less. With access policies 
evaluated continuously and applied per session, organizations must maintain granular observability to monitor 
behavior, detect anomalies, and meet regulatory and compliance requirements.

A mature observability layer enables:

•	 Per-Session Logging: Every access request—whether allowed or denied—is logged with metadata, 
including user identity, device posture, application target, and policy decision rationale.

•	 Behavioral Baselines: Normal access patterns are continuously monitored, enabling the detection of 
deviations that may indicate compromised credentials or insider threats.

•	 End-to-End Telemetry: Network flow metadata, session duration and application usage patterns are 
captured and correlated to build a comprehensive picture of user-resource interaction.

•	 SIEM/SOAR Integration: Real-time log streaming and alerting to external security operations tools 
enables automated response, investigation and forensic analysis.

Visibility is not just a compliance requirement—it’s a critical feedback loop for refining access policies and 
defending against advanced threats.

 
POLICY AUTHORING AND ENTITLEMENT AUTOMATION: FROM MANUAL RULES TO 
POLICY-AS-CODE

Manual access provisioning is slow, error-prone, and unable to keep up with the speed of modern business. 
Zero Trust requires a shift toward automated, contextual and dynamic policy enforcement that reflects real-
time conditions and organizational intent.

Effective Zero Trust policy design hinges on several principles:

•	 Declarative Policies: Access rules are expressed in clear, human-readable formats (e.g., “Finance 
users can access SAP from managed devices with CrowdStrike running.”) rather than low-level ACLs or 
firewall rules.

•	 Contextual Tagging: Policies are evaluated based on dynamic attributes like user role, department, 
device security posture, location, and application sensitivity—enabling fine-grained access control.

•	 Entitlement Mapping: Automated application discovery tools can analyze current access patterns to 
propose initial entitlement sets, accelerating deployment and reducing misconfiguration.

•	 Just-in-Time Access: For sensitive resources or privileged accounts, temporary access can be granted 
with predefined time constraints, approval workflows, or additional authentication requirements.

By moving from static, manual provisioning to dynamic policy-driven access, organizations dramatically 
improve both security posture and operational efficiency.

The Data Plane: Direct-Routed, Encrypted, and Scalable (cont.)
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CONTINUOUS AUTHORIZATION AND TRUST DECAY: ACCESS THAT 
ADJUSTS IN REAL TIME

With Zero Trust, authorization doesn’t end once access is granted. Instead, authorization 
is a continuous process that adapts as conditions evolve. Trust signals must be constantly 
re-evaluated, and access should be revoked or modified in response to risk.

Key capabilities supporting continuous authorization include:

•	 Session-Aware Risk Scoring: Real-time monitoring of user behavior, device 
changes, or environmental conditions feed into a live risk model that adjusts session 
entitlements dynamically.

•	 Posture Drift Detection: If a device disables its endpoint protection, installs 
unapproved software, or changes network location, access can be automatically 
downgraded or revoked.

•	 Step-Up Authentication: Higher levels of assurance (e.g., re-authentication or 
additional MFA) are triggered when a user attempts to access a high-risk resource or 
deviates from baseline behavior.

•	 Immediate Session Termination: Access violations result in automatic, enforced 
session closure, eliminating the risk of unauthorized persistence or exploitation.

•	 Optimized Entitlement Refinement: AI/ML tools analyze user access patterns, 
automatically recommend  adjustments, and accelerate least‑privilege enforcement 
based on real usage and risk indicators.

This lifecycle-based approach to access—constantly evaluating, adapting, and enforcing—
ensures resilience against evolving threats without undermining user productivity.

 
SCALABILITY AND FEDERATED DEPLOYMENT: BUILT FOR THE 
ENTERPRISE

Enterprises operate in diverse, dynamic environments. A successful Zero Trust solution 
must not only scale to support thousands of users and endpoints across geographies but 
also accommodate real-world complexity, including mergers, third-party contractors and 
hybrid cloud ecosystems.

Scalable Zero Trust access architectures feature:

•	 Global Deployment Footprint: Distributed enforcement nodes and policy 
evaluators allow traffic to remain local for performance, while  centralized policy 
management ensures consistent governance.

•	 Federated Identity Support: Multiple identity providers can be integrated to 
support different business units, acquired companies, or partner ecosystems—
without requiring full migration.

•	 Open APIs and Integrations: A programmable interface enables policy 
automation, integration with CI/CD pipelines, ticketing systems, asset inventories, 
and vulnerability management platforms.

•	 Multi-Tenant Architecture: Organizations can segment policy domains by internal 
teams, subsidiaries, or third parties—ensuring strict boundary enforcement while 
maintaining operational agility.

These capabilities ensure the Zero Trust model remains practical and extensible, even as 
organizations grow and diversify.

 

BENEFITS OF 
CAFÉ-STYLE NETWORKING 
User-Centric Experience: Delivers the same 
fast, seamless, and secure access experience 
whether users are in a corporate office, at 
home, or in a café  
	

Device and Context Awareness: Enforces 
access based on real-time user, device, 
and environmental attributes—ensuring 
adaptive security 
	

Consistent Security Posture: Enforces 
identical Zero Trust access controls 
across all environments—no more internal 
vs. external trust assumptions  
	

Reduces Attack Surface: Eliminates 
lateral movement with application-specific 
entitlements and per-user microsegmentation  
	

Simplified Network Design: Collapses legacy 
segmentation and ACL complexity into a single, 
identity-driven access layer  
	

Operational Flexibility: Supports hybrid work, 
shared infrastructure, and dynamic network 
environments with ease  
	

Scalable Architecture: Enables secure, direct-
to-cloud access without relying on centralized 
chokepoints or VPNs  
	

Future-Ready Model: Aligns with 
cloud-first strategies and the evolving nature 
of work and applications
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HOW APPGATE ZTNA PROVIDES CAFÉ-STYLE SEGMENTATION 

Traditional on-net architectures segment users and resources via static access control lists (ACLs) or 
firewall rules. Whether implemented on flat networks or within complex segmented environments, these 
models often apply uniform controls that fail to account for per-user context. By contrast, Appgate ZTNA 
collapses user segments into a single “employee café segment” that sits outside the private network 
boundary—similar to how remote users connect.

On-net users authenticate through Appgate ZTNA just like remote users and are granted entitlements 
based on identity, role, posture, and risk. A per-user micro-firewall dynamically enforces access policies 
between the user and private resources—enabling a “segment-of-one” model. These policies can change 
mid-session as new context emerges (e.g., risk signals or posture changes).

The private network itself is protected by the Appgate ZTNA Gateway, which enforces policy and hides 
internal infrastructure from discovery. The result: users, whether working from a coffee shop or a corporate 
office, get the same security posture, visibility, and access experience. This universal approach eliminates 
the operational complexity of managing ACLs or static segmentation while dramatically shrinking the 
attack surface.

MIXED-USE CAFÉ NETWORKS: EXTENDING PROTECTION 
TO SHARED SPACES 

Organizations can also support mixed-use café networks where guests and employees share the 
same physical infrastructure. In these scenarios, Appgate ZTNA applies ring-fencing policies to ensure 
employee devices remain invisible and inaccessible to unauthorized users—preventing lateral movement 
and discovery. DHCP-issued DNS settings for users in the café segment can be configured to point to 
public resolvers, reinforcing the idea that this network is untrusted by default. 

The result is a unified, context-aware access model that eliminates internal trust assumptions, simplifies 
segmentation, and delivers consistent protection—regardless of where users connect from.
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Note: Café Segment connected users are treated the same as remote users and 
initially receive public DNS only. Once connected to Appgate ZTNA users receive 
private DNS Policy set for their location in Appgate ZTNA. All access to private 
server segments must be Entitled by Appgate ZTNA Policy (no direct network 
access is permitted). Each “on-net” user is connected to an Appgate ZTNA GW 
at the location they are connected. Remote users can be connect to the “Closest 
Site” or back to their “Home  Branch Site”. In addition users are connected to all 
DC and Cloud Infrastructure Appgate ZTNA Sites over the Internet.

Note: Appgate ZTNA Polices are defined for “Core Services” that include 
Entitlements for Branch Servers across all Branch and HQ locations via the local 
Branch GWs in addition to direct access Polices to Entitlements for DC and Cloud 
infrastructure access in a diret routed manor to each DC or Cloud in question.

Café-Style Networking for Universal ZTNA
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Problem: DXC Technology faced challenges with their legacy VPN infrastructure, which was fragmented and 
lacked scalability. The existing solution couldn’t deliver secure, efficient access for its global workforce. 

Solution: DXC implemented Appgate ZTNA to create a universal, automated secure access platform, 
consolidating multiple VPNs into a single, scalable solution. 

Result: With Appgate ZTNA, DXC delivered a consistent, low-latency access experience to users across 
regions—whether working from corporate offices or remote locations. The solution enabled a smooth 
transition to a Zero Trust model and laid the groundwork for a café-style network experience: secure, fast, and 
flexible access regardless of users location.

 
“Partnering with Appgate has been transformational for our organization. Appgate’s ZTNA solution not 
only unifies our access control and security measures but also empowers us to embrace the future of secure 
networking. With streamlined provisioning, enhanced security visibility, and substantial cost savings, Appgate 
has proven to be an invaluable asset in our journey to modernize and secure our network infrastructure.”

– David Nutt, Enterprise Architect 
   DXC Technology

ABOUT APPGATE

Appgate secures and protects an organization’s most valuable assets with its high performance Zero Trust Network 
Access (ZTNA) solution and Threat Advisory Services. Appgate is the only direct-routed ZTNA solution built for 
peak performance, superior protection and seamless interoperability. Appgate threat advisory services harden 
your security posture and ensure business continuity. Appgate safeguards enterprises and government agencies 
worldwide.  Learn more at appgate.com.

CONCLUSION 

As work becomes increasingly distributed and users operate from anywhere—including cafés, airports and 
untrusted networks—enterprises must move beyond legacy access models rooted in location-based trust. 
Identity-centric ZTNA redefines enterprise connectivity by placing identity, device posture, and real-time 
context at the core of every decision. 

By implementing a dynamic control plane, direct-routed data paths, granular observability, automated policy 
enforcement, and continuous authorization, organizations can deliver the seamless and secure experiences 
users expect—without compromising visibility or control. 

The café-style network is more than a metaphor for flexibility—it’s a practical blueprint for access designed to 
operate in a cloud-first, hybrid world. Zero Trust makes that blueprint real.
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